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1
Decision/action requested

This paper proposes to add an assumption related to key hierarchy in IAB architecture in 5G to TR 33.824.
2
References
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3
Rationale

This paper proposes to add an assumption for key hierarchy to TR 33.824 [1]. It is proposed to clarify that the key hierarchy as described in TS 33.501 is reused in IAB architecture for the IAB node (MT), IAB donor and core network nodes in 5G.
4
Detailed proposal

It is proposed to add the following pCR to TR 33.824 [1]. 

**** START OF CHANGES ****
4.3
Existing security mechanisms

It is assumed that the UE is agnostic to the IAB architecture. Therefore, all security mechanisms between the UE and the network (including UE-RAN and UE-CN) are inherited, i.e., remain unchanged, from TS 33.501[5]. However, this document could study security aspects between the UE and network that are different from TS 33.501[5], if any. 

Some security mechanisms that are directly related to this document and inherited from TS 33.501[5] are listed below:

(1) 
Authentication procedures between the UE and the CN.

(2)
AS security mechanism between the UE and the RAN. The key hierarchy is reused for the AS keys. The IAB node is acting as the UE and the IAB donor is acting as the gNB in the key hierarchy.
(3)
NAS security mechanism between the UE and the CN. The key hierarchy is reused for the NAS keys. The IAB node is acting as the UE in the key hierarchy.
(4) Mobility (handovers, RNA update, and mobility registration update) between the UE and the network (RAN/CN).
(5) The role of the 5G Core in the IAB architecture is unchanged in the key hierarchy compared to 5GS Rel-15.
**** End of Changes ****

